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******* FIRST CHANGE *******
[bookmark: _Toc19542437][bookmark: _Toc35348439][bookmark: _Toc152836073]4.3.4.2	No system privileges for web server
Requirement Name: No system privileges for web server. 
Requirement Reference: In accordance with industry best practice
Requirement Description: 
No web server processes shall run with system privileges. This is best achieved if the web server runs under an account that has minimum privileges. If a process is started by a user with system privileges, execution shall be transferred to a different user without system privileges after the start.
Threat References: TR 33.926 [4]
Test Case: 
Test Name: TC_NO_SYSTEM_PRIVILEGES_WEB_SERVER
Purpose:
Verify that the Web server is not run under system privileges.
Procedure and execution steps:
Pre-Conditions:
-	The tester has needed administrative privileges.
-	A tester machine is available.
-	Recommended: an automatic assessment tool has been configured /script adapted in line with the Requirement Description.
Execution Steps
1.	Check that no web server processes runs with system privileges. Check that this is the case even for processes that may have been started by a user with system privileges.
a.	Start the web server process as web server user and check process privileges.
b.	If possible, sStart the web server procvess as with system privileges and check if process privileges get dropped.
2.	Check in relevant system settings and web server configurations that a web server user is configured with minimal privileges needed to run the web server and the web server is executable by that user.
Expected Results:
-	There are no findings of web server processes that run with system privileges.
-	System settings are have been found correctly set to ensure that no processes will run with system privileges.
Expected format of evidence:
A testing report providing ed by the testing agency which will consist of the following information:

-	Log files / command line output and screen shots of test executions
-	Part of web server and/or system configuration (plain text or screenshot) showing the configured user for the web server process
-	Test result (Passed or not)
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